MUHHCTEPCTBO OBPA30BAHUS U HAYKU POCCUMCKOI ®EJEPAIIAN
JIELHAPTAMEHT 'OCYJAPCTBEHHOM IIOJINTUKU B COEPE
OBUIET'O OBPA3OBAHUA ITMCBMO ot 14 mas 2018 r. N 08-1184

UHOPOPMALIMOHHAA NIAMATKA AJA
OBYYAIOLINXCA AJ1Ad PASMELHIEHUA
HA OOUIIUAJIBHBIX NHTEPHET-
PECYPCAX

C KaXJIpIM TOJIOM MOJIOJIC)KU B UHTEPHETE CTAHOBUTHCS OOJIbIIE, a MKOJIbHUKU
OJIHM U3 CaMbIX aKTHUBHBIX MOJib30BaTeneld PyHnera. Mexay TeM, TIOMHUMO OTPOMHOTO
KOJINYECTBAa BO3MOKHOCTEH, MHTEPHET HECeT W MpoOJieMbl. JTa mamsATKa J0JDKHA
MoMo4b TeOe 0e301acHO HaXOAUTHCSA B CETH.
KoMnpIOTEepHBIE BUPYCHI

KomnproTepHslii  BHpYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrPaAMM,
OTJIMYUTEIBHON OCOOEHHOCTBIO KOTOPOM SBIISETCS CIIOCOOHOCTh K pa3MHOKEHHUI0. B
JOTIOJIHEHUE K 3TOMY, BHPYChl MOTYT MOBPEIUTh WJIM MOJHOCTbIO YHUUYTOXHUThH BCE
Gdalinpl W JaHHBIE, TMOJKOHTPOJBHBIE IMOJIB30BATEN0, OT MMEHH KOTOpPOro Oblia
3amylleHa 3apaK€HHas MporpaMMa, a TaKKe IMOBPEOUTh WM JaXKE YHUUYTOXKUTH
OMEpPalMOHHYI0 CHCTEMY CO BCeMHU (QailamMu B 1eJioM. B OOJIBIIMHCTBE Cily4yaeB
pacnpoCTpaHsIOTCS BUPYChl UEPE3 HHTEPHET.

MeTo/bl 3aIUThI OT BPEIOHOCHBIX MPOrpaMM:

1. Mcrionb3yii COBPEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN YPOBEHD
3alIUThI OT BPEJOHOCHBIX MPOTPaAMM;

2. IlocTosiHHO ycTaHaBnuBai mauTu (MUQPOBBIE 3aIUTATKH, KOTOPbIE aBTOMATHYECKU
YCTaHABIMBAIOTCS C LIENbIO TOpaOOTKA MPOrpamMMbl) U JAPYyTrHe€ OOHOBIIEHHS CBOEH
omneparmoHHoOM cuctembl. CkaunBail KX TOJBKO ¢ O(PUIIMAIBHOTO cailTa pa3paboTyrKa
OC. Ecnu cymiecTByeT pexuM aBTOMaTHYECKOTO OOHOBJICHHUSI, BKJIFOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEpE MO/ NpaBaMu MOJIb30BaTEN, a HE aIMUHUCTPATOPA.
OTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX HPOrpaMM HHCTAJUIMPOBATHCS Ha
TBOEM [IEPCOHAIBHOM KOMITBIOTEPE;

4. Victionb3yil aHTUBUPYCHBIE MPOrPAMMHBIE MTPOAYKThI H3BECTHBIX MPOU3BOAUTENECH,
C aBTOMAaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMITBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Ucnonb3yil BHENTHUE HOCUTEIN MHPOPMAILIUM, TaKhe Kak (iiemika, TUcK uin daimn
W3 UHTEPHETA, TOJBKO U3 MPOBEPEHHBIX UCTOYHUKOB;




7. He oTkpbIBaii KOMIBIOTEpHBIE (haiibl, MOTYYEHHBIE U3 HEHAJEKHBIX UCTOYHHKOB.
Haxxe Te (haiiiapl, KOTOpbIE MpHUCHad TBOM 3HaKOMbIA. Jlydine yTouHH y Hero,
OTIPABJISLI JIM OH TEOE UX.

Ceru WI-FI

Wi-Fi - 310 He BUI mepeayn JaHHbBIX, HE TEXHOJIOTHUS, a BCETO JIUIIb OpeH]I, MapKa.
Eme B 1991 rony Hunepianackas kommnanus 3apeructpuponana opena "WECA", uro
o0o3nauano cinoBocoueranue "Wireless Fidelity", kotopslii mepeBoguTCs Kak
"GecrpoBOHAS TOYHOCTh'".

Jlo Hamiero BpeMeHH Joluia Apyras aO0peBHarypa, KOTOpas SIBISETCA TaKOW Ke
TexHojoruei. 3to abopesuarypa "Wi-Fi". Takoe HazBanue ObLJIO 1aHO ¢ HAMEKOM Ha
CTaHAapT BbICHICH 3BykoBou TexHuku Hi-Fi, uto B mepeBoje o3HavaeT '"BBICOKas
TOYHOCTB".

Ja, 6ecruiaTHBI HHTEPHET-J0CTYI B Kade, OTENSIX U adporopTax SBISETCS OTIUYHON
BO3MOXHOCTBIO BbIXOAa B HHTepHET. Ho MHOrme »SKCHepThl CYUTAKOT, YTO
obmenoctynusie Wi-Fi cetu He SBIAIOTCS O€30M1aCHBIMH.

CoBeTsbl 10 0€30IaCHOCTH Pa0OTHI B 00MIEIOCTYMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro JuuHyr0 mHpopManuio uepe3 oOmenoctynHeie Wi-Fi cetn.
PaGorass B HuX, ’XeJlaTelbHO HE BBOAUTH MApPOJIM JIOCTyNa, JIOTUHBI M KaKHUE-TO
HOMEPA;

2. Vcnonb3yii 1 OOHOBIISIIT aHTUBUPYCHBIE MMPOTPaMMBI U OpanaMayep. Tem cambiM Thbl
oOe3ormacuiilb cedsi OT 3aKaYyKu BUpPyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonn3zoBanuun Wi-Fi otkmoun ¢yskiuio "OOmmit moctyn k daiiam u
npuHTepam". JlaHHag ¢GyHKIMS 3aKpbhiTa MO YMOJYAaHHWIO, OJHAKO HEKOTOpPbIE
MOJIb30BATENM AKTUBUPYIOT €€ /7Sl y100CTBa UCIOJIb30BaHUs B paboTe min yueoe;

4. He ucnonb3yit myonnunsii WI-FI niig nepemaun JIMUHBIX JaHHBIX, HATpUMeEp IS
BBIX0JIa B COIIMAILHBIE CETH WJIU B AJIEKTPOHHYIO MOYTY;

5. Ucnonb3yit Tonpko 3amuuieHnoe coeaunenue yepe3 HTTPS, a ne HTTP, 1.e. npu
Habope BeO-aapeca BBOAM UMEHHO "https://";

6. B wmoOwibHOM Tenedone otkmoun  yHkiuio "Tlogkmouenne k- Wi-Fi
aBToMarndecku'. He momyckail aBTOMaTH4eCKOTO MOAKIIOUEHUSI YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cormacusi.

CormanbHble CETH

CoumayibHbI€ CETU aKTUBHO BXOJIAT B HAIlly KU3Hb, MHOTHE JIFOJIU PAOOTAIOT U KUBYT
TaM TIOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MWUIMAPA YEJIOBEK, YTO
SIBIISIETCSI OJHOW CEIbMOM BCEX JKUTEIeH IuIaHeThl. MHOTrHMe MOJIb30BaTelId HE
MOHUMAIOT, YTO WH(pOpMAIUs, pa3MeIeHHas MU B COIUATIBHBIX CETSIX, MOXKET OBITh
HaiiJlcHa M UCIOJIb30BaHa K€M YTOJHO, B TOM 4YHUCJE HE 00s3aTeIbHO C OJarumMu
HaMEPECHUSIMH.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COITUATIBHBIX CETX:




1. Orpanuub cnucok Jpy3ed. Y TeOs B JApy3bsAX HE JIOJDKHO OBbITh CIyYaWHBIX U
HE3HAKOMBIX JIFOJCH;

2. 3ammiai cBOIO0 YacTHYIO >kM3Hb. He ykaspiBail maponu, TenedoHsl, aapeca, AaTy
TBOETO POXKICHUA W APYTYI0 JHYHYI0 HHPOPMAIUIO. 3JOYMBIIUICHHUKH MOTYT
UCIOJIb30BaTh Jake MHGOPMAIMI0 O TOM, KaK Thl U TBOU POJUTENHU IJIAHUPYETE
IPOBECTU KAaHUKYJIbI;

3. 3amminai CBOI pemyTaluio - JAEpKHU €€ B YHCTOTE U 3aJaBail cede BOIPOC: XOTel
OBI ThI, UTOOBI APYTrHE MOJB30BATENIN BUAEIH, YTO ThI 3arpyxaciib? [lomgymai, npexie
YeM YTO-TO OIyOJIMKOBATh, HATUCATh U 3arPy3UTh;

4. Ecau Thl TOBOPHILB C JIIOJIbMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEATbHOE
UM U JPYTYI0 JUYHYI0O HHQOpPMAIMH: MM, MECTO XHUTEIbCTBA, MECTO y4eObl U
IIpouee;

5. N36erait pazmenienus potorpaduit B UnTepHeTe, riae Thl H300pakeH Ha MECTHOCTH,
10 KOTOPOW MOYHO OIPEAEIIUTH TBOE MECTOIOJIOKECHHUE;

6. Ilpu peructpauuu B COLMAIbHOM CETH HEOOXOAMMO HCIIOJIB30BATh CIIOKHBIE
MapoJiv, COCTOSAUIME U3 OYKB U U(P U C KOJMYECTBOM 3HAKOB HE MEHEE §;

7. JInst coupanbHOU CETH, TIOUTHI U IPYTUX CAUTOB HEOOXOAMMO UCIIOIh30BaTh Pa3HbIC
napoiiu. Torga eciau Te€0s B3JIOMAIOT, TO 3J0YMBIIUIEHHUKH MOJIy4aT AOCTYH TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

DNEKTPOHHBIE IEHBIU

DJEeKTPOHHBIE JCHBIU - 3TO OYE€Hb YAOOHBIN CHOCOO IUIaTeX e, OAHAKO CYIIECTBYIOT
MOIIIEHHUKHU, KOTOPBIE XOTAT HNOJYYUTh 3TU JEHBIH.

DONEeKTPOHHBIE JEHBIM MOSBUINCH COBCEM HEJABHO M MMEHHO M3-3a 3TOTO BO MHOI'HMX
rocyJapcTBax 0 CUX MOp HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHUPYIOT M O HHMX YK€ MPONUCAHO B 3aKOHE, IJe HuX
pa3zeNsaoT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIia B TOM, 4TO
aHOHHMMHBIE - 3TO T€, B KOTOpPBIX pa3peliaeTcss MPOBOAUTH omepanuu 0e3
UACHTU(UKAIIMKY TO0Jb30BaTENs, & B HEAHOHHUMHBIX MJICHTU(UKALUS I0JIb30BATENSA
ABJIIETCS 0053aTEIBHOM.

Taxxe cienyeT pazinyaTh 3JEKTPOHHbIE (DUATHBIE NEHBIU (PaBHBI TOCYAAPCTBEHHBIM
BAJIFOTaM) M DJIGKTPOHHBbIC He(uaTHbIE JEHLI'M (HE paBHBl TOCYJIAPCTBEHHBIM
BAJIFOTaM).

OcHOBHBIE COBETHI IO 0€30MAaCHOM padOTe C AIEKTPOHHBIMU J€HbIAMU:

1. IlpuBsbku K cueTy MOOUIIBHBIN TenedoH. ITO caMblil yI0OHBII U OBICTPBIN CIIOCOO

BOCCTAHOBUTH JOCTYyNn K cuery. [IpuBsizanHbiii TenedoH MOMOXKET, eciu 3a0yaelib

CBOM IUIATEKHBIA MapOJIb WIM 3aAEUIb HA CAaUT C HE3HAKOMOT'O YCTPOMCTBA;
2. Ucnonw3yil ogHopazoBbie napoiu. [lociie nepexoa Ha yCUIEHHYIO aBTOPU3ALIMIO
Tebe yke He OyJIeT yrpoKaTh ONACHOCTh KPaXkd UITU NIEPEXBATA MJIATEKHOTO MapOIs;




3. Beibepu cnoxsblii maposb. IIpectynmHukam OylieT HE MPOCTO yrajaaTh CIOKHBIN
napoJib. HagexHple mapoiau - 3To napoiu, KOTOpPhIE COJEpKaT HE MEHee 8 3HaKOB U
BKJIIOYAIOT B €05l CTPOYHBIC M MPOIMUCHBIE OYKBBI, HU(PH U HECKOIHKO CHMBOJOB,

TaKWe KaK 3HaK JoJuiapa, QyHTa, BOCKIMIATENbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CATax, KOTOPBIM HE JIOBEPSCIIIb.

DJIEKTpOHHAs NOYTa

DJIEKTPOHHAS MOYTA - 3TO TEXHOJIOTUS U MPEAOCTABISEMBIE €10 YCIYTH M0 MEPECHUIKE
U TIOJIYYSHHIO 3JIEKTPOHHBIX COOOIIEHU, KOTOPbIE PACHPEIESIOTCS B KOMITbIOTEPHOM
cetd. OOBIYHO BJIEKTPOHHBIA MOYTOBBIA SIIMK BBIMISAUT CIEAYIOIKMM 00pa3oMm:
UMs_TIOJIb30BaTeA(@uUMs_1oMeHa. Taxke KpoMmMe TMmepedaadyd MpoCTOro TEKCTa,
MMEETCs] BO3MOXKHOCTh TIepeiaBaTh (aiibl.

OcHOBHBIE COBETHI IO 0€30MacHON pabOTe C IIESKTPOHHOM MOYTOM:

1. Hago BBIOpaTh MpaBUJIbHBIM MOYTOBBINM cepBUC. B HMHTEpHETE €CTh OrPOMHBIN
BBIOOp O€CIUIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYYIIIE JOBEPSITH TEM, KOI'O 3HACIIb
Y KTO NIEPBBIA B PEUTHUHTIE;

2. He yka3pIBaii B INYHOI Mo4Te JUYHYIO0 MH(popmanuto. Hampumep, nydiie BoIOpaTh
"My3bIKaNbHBIN _(panaT@" wim "pok2013" BmecTo "Temal3";

3. Hcnonp3y¥l JBYX3TANHYIO aBTOPU3ALMIO. OJTO KOrJa MOMHMO MApoJid HYXKHO
BBOJUTH KOJ, IPUChUIaeMblid 0 SMS;

4. BoiOepu CHOXHBIN maposb. s KaKa0ro MOYTOBOTO SIITMKA JOJKEH OBITh CBOM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecth BO3MOXKHOCTh HAMCATh CAMOMY CBOW JIMYHBIM BONPOC, UCIIOIB3YH 3Ty
BO3MO>KHOCTB;

6. Mcnosb3yil HECKOJBKO IMOYTOBBIX SIIMKOB. IIepBBIN UIsi 4aCTHOW NEPENMUCKH C
azgpecaTaMy, KOTOpPbIM Tbhl JOBEpsielIb. OJTO DJEKTPOHHBIA aJpec HE HaIo
MCIIOJIb30BaTh MIPU PETUCTPALIMK HA (POpyMax U calTax;

7. He oTkpsiBail ¢aiiibl U Apyrue BIOXKEHUS B MUCbMaX, JaKe €CJIU OHU MPHUILIA OT
TBOUX JIpy3ei. Jlyurie yTouHu y HUX, OTIPABIISIIN I OHU TeOe 3Tu (pailiibr;

8. Ilocne oxkoH4yaHUsi pabOTHl Ha MOYTOBOM CEpPBHCE TEPEN 3aKPHITUEM BKJIAJIKH C
caiToM He 3a0yJb HaXxaTh Ha "BeiidTu".

KubepOymuuHT 1iin BUPTYaJbHOE U3/€BATEIbCTBO

KubepOyumuHr - mnpeciieioBaHre COOOIISHUSIMHU, COACPKAIIMMHU  OCKOPOJICHMUS,
arpeccuio, 3amyruBaHUe; XYJUTAHCTBO; COLIMAIILHOE OOMKOTHPOBAHHE C IMOMOIIbIO
Pa3JIMYHBIX HTHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTHHTOM:

1. He Gpocaiics B 60#. Jlyumuii cmoco6: mOCOBETOBAThCS Kak ceOst BECTH M, €CJIM HET
TOr0, K KOMY MOXHO OOpaTUTbCS, TO BHayaje YyCHOKOUTbCs. Ecim Thl HavHelb
OTBEYaTh OCKOPOJICHUSIMH Ha OCKOPOJICHHUS, TO TOJIBKO elle OOJbIle Pa30oAKellh
KOH(JIUKT;




2. Yrpagisi cBoel KubeppenyTaiuei;

3. AHOHMUMHOCTh B ceTd MHHUMas. CyIIECTBYIOT CIOCOOBI BBISICHUTH, KTO CTOMUT 3a
AHOHUMHBIM AKKAYHTOM,;

4. He crouT BecTH XyJIUTaHCKHU 0o0pa3 BUPTyalbHOU XU3HU. HTEpHET (PUKCUpyET
BCE TBOM JICUCTBUS U COXPAHSET UX. Y JaIUTh UX OyJEeT KpaliHe 3aTpyIHUTEIHHO;

5. Cobnronaii CBOIO BUPTYAIbHYIO YECTh CMOJIOAY;

6. Urnopupyii eauHu4HbIA HeraTuB. OJHOPA30BbIE OCKOPOUTENbHBIE COOOIICHUS
Jyuiie UrHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcsi Ha Ha4YaabHOM CTauu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBCHHBIMH COOOIIEHUSMH, B
COLIMAJIBHBIX CETAX €CTh BO3MOXKHOCTH OJIOKHPOBKH OTHPAaBKH COOOIICHUN C
ONpEIEIEHHBIX aJPECOB;

8. Ecimm T1b1 cBuumerenb kuOepOysuiHra. TBOM JCHCTBUSA: BBICTYNUTH IPOTUB
npeciaenoBaTens, MNOoKa3aTb €My, 4YTO €ro JCHCTBHS OLIEHHBAIOTCS HETATHBHO,
nojJiepKaTh KEPTBY, KOTOPOW Hy»X,HA IICHXOJIOTMYECKAas TOMOIb, COOOIIUTh
B3pPOCJIBIM O ()aKT€ arpeCCUBHOTO MOBEACHUS B CETH.

MoO6unbHBIN TenedoH

CoBpeMeHHbIE cMapT(OHBI M IUIAHIIETHl COJAEPKAT B ce0€ BIOJHE B3POCIHbIN
(yHKIIMOHAT, W TEmepb OHU MOTYT KOHKYpPHUPOBaTh CO CTallMOHAPHBIMHU
KoMnbroTepamu. OAHAKO, CPEACTB 3allUThl Uil MOJOOHBIX YCTPOMCTB IOKAa OYE€Hb
Maiio. TecTupoBaHHE U MOWCK YSA3BUMOCTEM B HUX IMPOMCXOJUT HE TaK MHTEHCHUBHO,
kak j1s1 T1K, 1o %ke camoe kacaeTcss 1 MOOUJTBHBIX TIPHIIOKESHUM.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ MPAaKTHUYECKU JOTHAIM HACTOJIbHBIC
aHaJIOTH, OJTHAKO paciiupeHre GyHKIIMOHAIA BICYET 32 COOOM OOJIBIIYIO CI0KHOCTh U
MEHBIIYIO 3aIUIIEHHOCTD.

Jlanexko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIIEHUS, 3aKPhIBAIOIINE KPUTUUECKUE
YSA3BUMOCTH JIJIsl CBOMX YCTPOMCTB.

OcCHOBHBIE COBETHI JJIs1 0€30MaCHOCTH MOOMIILHOTO Tese(oHa:

Hudero He sBisieTcst mo-HacTosieMy OecruiaTHbIM. Byib ocTopoxeH, Beap Koraa Tede
npeaiaraloT OecIjiaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IJIATHBIC
YCIIyTH;

Hymait, pexzae yeM otnpaButh SMS, doTo win Buaeo. Thl TOUHO 3HAEIIb, T/I€ OHU
OyIyT B KOHEYHOM UTOTE?

Heo6xoaumo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOEro cMapThOHa;

Wcrnionp3yit aHTUBUPYCHBIE TIPOTPAMMBI JISI MOOMITHHBIX TEIE(POHOB;

He 3arpy»xaii npuyioxxeHusi OT HEU3BECTHOIO UCTOYHUKA, BEIb OHU MOTYT COAEPKaTh
BpPEIOHOCHOE IIPOrpaMMHOE 00CCIICUCHHE;

ITocne Toro kak Thl BBIWJECIIb C CaiiTa, I/ie BBOAWI JUYHYIO WHGOPMAIIUIO, 3aiIu B
HacTpoiku Opay3epa 1 yaanu cookies;

[Tepuoanyecku mpoBepsii, KAKAE MIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;




JaBail cBOil HOMEp MOOWJIBHOrO TenedoHa TOIBKO JIFOJSM, KOTOPBIX Thl 3HACLIb U
KOMY JOBEpSEILb;

Bluetooth momken ObITH BBIKIIOYEH, KOT/Ia Thl UM HE mMojib3yemibes. He 3aObiBait
WHOT]Ia ITPOBEPATH 3TO.

Online urpsi

CoBpeMEHHBIE OHJIAWH-UIPBI - 3TO KPAaCOYHBIE, 3aXBaThIBAIOIINE Pa3BIICUYCHHUS,
O0OBEINHAIOIINE COTHU THICSIY YEJIOBEK M0 BceMy Mupy. Wrpoku uccienyroT AaHHbBIN
UM MU, 00IAI0TCS APYT C APYrOM, BBIIOJHSIOT 3a/1aHUs, CPAXKAIOTCS C MOHCTPaMH U
MOJIy4arOT OMNbIT. 3a YJOBOJBCTBHE OHU IUIATAT: MOKYMAKOT JHCK, OIUIAYUBAIOT
aOOHEMEHT WU MPUOOPETAIOT KaKHue-TO OMIIHH.

Bce stu cpenctBa MAyT Ha MOAAEP)KAaHUE W PAa3BUTUE WUIPHI, a TaKXKE Ha camy
0€30MacCHOCTh: COBEPILIEHCTBYIOTCSI CHCTEMbl aBTOPH3AlMM, BBIIYCKAIOTCSI HOBBIE
naTuu (qUQpoBbIe 3aIaTKU 1JIs IPOrpaMM), 3aKPbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B nogo0HBIX Urpax CTOMT omacaTrbcs HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO KpaxXH
TBOETO MapoJis, Ha KOTOPOM OCHOBaHAa CCTEMa aBTOPU3ALINU OOJIBIIUHCTBA UTP.
OcCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOr0 aKKayHTa:

. Ecom gpyroét urpok BemeT ceOsi IJIOXO WM co37aeT Te0e HENMPUSTHOCTH,
3a0JIOKMPYH €ro B CIIMCKE UTPOKOB;

2. Iloxamyiics aIMHHHCTPAaTOpaM UIPbl Ha IUIOXO€ IOBEIEHHE HTOT0 WIPOKa,
KEJIATEJIbHO NPHWIIOKHUTh KaKHe-TO J10Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaiil muuHyro nHGOpMaIuio B ipodaiisie urpsr;

4. YBaxaii Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeouIManbHbIe MATYU U MOJIbI;

6. Mcnosib3y# CIOKHBIE U Pa3HBIE ITAPOJIH;

7. Jaxe BO BpeMsl UIPbl HE CTOUT OTKIIIOYATh aHTUBHUpYC. [loka Tl mrpaemnib, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

@UIIMHT WM KpaXka JIMYHBIX JaHHBIX

OObIYHON Kpakel JeHer W JOKYMEHTOB CErofHs Y€ HUKOro HE YAMBHILIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJIOTUH 3J0YMBIIIIEHHUKN MEPEMECTUINCH B UHTEPHET, U
MPOJOJIKAIOT 3aHUMAThCS " TIOOUMBIM" JIETIOM.

Tak mosiBuIIach HOBasi yrpo3a: UHTEPHET-MOIIEHHUYECTBA WA (PUIIMHT, IJ1aBHAs LETb
KOTOPOTO COCTOMT B TMOJYYEHUHM KOH(QUIECHUMAIBHBIX JAHHBIX MOJb30BaTENCH -
JOrMHOB W mapoJied. Ha anrnmiickom si3bike phishing uurtaercs kak QuimuuHr (0T

fishing - peiOHast moBms, password - TapoJIb).

OcHOBHBIE COBETHI IO 00PHOE C (GUITUHTOM:

1. Cneau 3a cBouM akkayHToM. Ecim Thl momo3peBaelib, YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOMMO 3a0J0KHUPOBATH €€ U COOOIIUTh aAMUHUCTpATOPaM pecypca
00 9TOM KaKk MOXXHO CKOpee;




2. Hcnonw3yit Oe3zonacHble BeO-CaiThl, B TOM YHCJIE, HHTEPHET-Mara3uHoOB U
MIOMCKOBBIX CHCTEM;

3. Mcnonp3y# CclOKHBIE W pa3Hble mapoym. Takum oOpa3oM, eciu TeOsl B3JIOMAIOT, TO
37MOYMBIIIJICHHUKH TOIyYaT AOCTYI TOJIBKO K OJHOMY TBOEMY MPO(UITIO B CETH, a HE
KO BCEM;

4. Ecoum 1eOs B3JIOMaiM, TO HEOOXOAUMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBIEHBI Y TE€OS B IPY3bsAX, O TOM, YTO T€OS B3JIOMAaJIU M, BO3MOXKHO, OT
TBOETO UMEHH OYyJIET PacChUIAThCA CIIaM M CChUIKM Ha (PUIIIMHTOBBIE CANTHI;

5. YcranoBu HagexHslii napois (PIN) Ha MoOUIbHBIHN TenedoH;

6. OTKIIIOUYH COXpaHEHUE MapoJis B Opay3epe;

7. He oTkpeiBail ¢aiiipl U ApyTrUe BIOXKEHUS B MACHMAaX, JaKE €CJIU OHHU MPHUIILUIA OT

TBOUX Jpy3ei. Jlydllle yTOUHH y HUX, OTHPABIISIIM JIU OHU TeOe ATH (PatIbl.

[udposas penyrauus

[udposas penyTanus - 3TO HETaTUBHAsI WIK MO3UTHBHAS HHPOPMAIUS B CETU O TeOE.
KoMmmnpomerupyromas nHpopMaiusi, pa3MelieHHas B UHTEPHETE, MOXKET CEPbE3HBIM
o0pa3oM OTpa3UThCs Ha TBOEH peanbHOM ku3HU. "LludpoBas pemyranusa" - 3To TBOU
UMUK, KOTOPBIA (popmMupyercs u3 HHPOpMALMK O TeOe B HHTEPHETE.

TBOEe MecCTO JXHUTENbCTBA, YyueObl, TBOE€ (DUHAHCOBOE TOJIOKEHHUE, OCOOCHHOCTU
XapakTepa U paccKasbl O OJM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noapoCTKH JETKOMBICIIEHHO OTHOCATCS K IyOJIMKALMK JIMYHOW MH(pOpMauu
B MHrepHeTe, He NOHMMAas BO3MOXHBIX MOCHEACTBUH. Thl Jake HE CMOXEIIb
J0rafatbes O TOM, 4to (oTorpadus, pa3MenieHHas 5 JIeT Hazajl, cTaja MPUYMHON
OTKa3a MpUHATH TeOs Ha paldoTy.

KommeHnTapuu, pasmemnieHve TBoux Qororpaduii W apyrue AEUCTBUS MOTYT He
MCYE3HYTh )K€ MOCJE TOr0, KaK Thl X yAalHIlb. Thl HE 3HACHIb, KTO COXPAHUI 3TY
uH(popManuio, momnajia Jd OHA B IMOMCKOBBIE CHUCTEMBI M COXpaHWJIACh JIM OHA, a
[JIABHOE: YTO MOJIYyMAarOT 0 Te0e OKPY’KaIOILIUE JIFOU, KOTOPhIEe HAaWAYT U YBUAST 3TO.
Haiitu wunHdoOpManuio MHOTO JET CHyCTS CMOXET J000M - Kak U3 JI0OpbIX
noOy>kKJIeHUH, TaK U C HAMEPEHUEM MPUUUHUTD Bped. DTO MOKET ObITh KTO YTOIHO.
OCHOBHBIE COBETHI 1O 3aIIMTE HU(PPOBOM permyTalUu:

1. Tlomymaii, mpexie 4eM 4YTo-TO MyOJIMKOBAaTh U MepeaaBarh y cels B Oyiore win B
COIIMAJIbHOM CETH;

2. B Hactpoiikax nmpo@uiisi yCTAHOBH OTPAHUYEHUSI HA MPOCMOTP TBOETrO MPOpuiIs U
€ro COJIEPKUMOT0, CIeJal ero ToJbKO "misd apy3eit'”;

3. He pa3memaii m He yka3piBaii HHPOPMAIUIO, KOTOpas MOXKET KOro-JIrmdo
OCKOPOJISITH UM OOMKATh.

ABTOpCKOE MPaABO




COBpCMCHHBIﬁ IIKOJIBHUKH - AKTHBHBIC II0JIb30BaTCIIN III/I(prBOFO IMPOCTPAHCTBA.
OI[HaKO JAJICKO HE€ BCC 3HAKOT, YTO IIOJB30BAHUC MHOTMMH BO3MOXHOCTIAMHU

1 poBOro Mupa TpeOyeT coOII0ICHHS MPaB HAa HHTEIUIEKTYalIbHYI0 COOCTBEHHOCTb.
Tepmun "uHTeNNEKTyaqbHasi COOCTBEHHOCTH" OTHOCHUTCS K Pa3IUYHBIM TBOPECHHSIM

YeJIOBEYECKOr0 yMa, HAauuMHas C HOBBIX M300pPETEHHMH M 3HAKOB, 0003HAYarOIIMX
COOCTBEHHOCTh Ha MPOAYKThl M YCIYI'M, U 3aKaH4YMBas KHUramu, ¢ororpadusmu,
KUHO(QUIBMAMU U MY3bIKaJIbHBIMU IIPOU3BEACHUSIMH.

ABTOpCKHME TIpaBa - JTO I[IpaBa HAa WHTEUIEKTyalbHYl0O COOCTBEHHOCTh Ha
MIPOU3BEJCHUSI HAyKH, JUTEPATYPbl U HMCKyCcCTBAa. ABTOPCKME IpaBa BBICTYMNAIOT B
KayecTBE FapaHTUU TOTO, YTO MHTEIUICKTYaJIbHBIA/TBOPUECKUN TPYA aBTOpa HE Oynmer
HAIpPacHbIM, JacT €My CIpaBeJIMBbIe BO3MOXKHOCTH 3apa0oTaTh Ha pe3yjbTaTax
CBOETO TPYy/Ja, MOJIYYUTh U3BECTHOCTh U Npu3HaHue. HukTo Oe3 paspemnieHus aBTopa
HE MOXET BOCHPOU3BOAUTH €ro IPOU3BEIEHUE, PACHPOCTPAHATH, IIyOJINYHO
J€MOHCTPUPOBaTh, MPOJAAaBaTh, HUMIIOPTUPOBATh, IYCKaTh B NPOKAT, IyOJIUYHO
UCIIOJIHSATH, IOKa3bIBATh/UCIIOJIHATD B 3dUpe WiK pa3Meniatsh B IHTepHeTE.
Hcnonb3oBanue '"muparckoro" MNpOrpaMMHOIO OOECHEYEHHS] MOKET IPUBECTH K
MHOTMM pHUCKaM: OT MOTE€PU JAHHBIX K TBOUM AaKKayHTaM J0 OJIOKUPOBKH TBOEIO
YCTPOMCTBA, TJI€ YCTAHOBJIEHA HelerajibHas mporpamma. He ctout Takxke 3a0bIBaTh,
YTO CYLIECTBYIOT JIETraJibHble U O€CIUIaTHbIE MPOrPaMMbl, KOTOPbIE MOXHO HaWTH B
CCTH.

O noprane

CereBuyok.p() - TBOM TIJIaBHBIM COBETYMK B CETHU. 3J€Ch Thl MOXKEIIb Yy3HaTh O
0€e30MacCHOCTH B CETM MOHSTHBIM U JOCTYIHBIM SI3bIKOM, a NPU BO3HUKHOBEHUH
KPUTUYECKOM CHUTyallud OOpaTHThCS 3a COBETOM. A TakKe NPUHATh y4acTHE B
KOHKYpCax M CTaTh CaMbIM U(POBBIM IPakIaHUHOM!




